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OipHC KNHEHTA

Colocation — rpynna ycayr, BKAOYatoLas CepBMC OpraHn3aumm TeXHUYECKOro AoCTyna K cepsncam MB v3
30HbI KO/IOKaLMK*, yCAyri No opraHu3aumm pasmelieHns 060pya0BaHmna KAMeHTa B BblAeNEHHOM 3ae,
Pacrno/IoXeHHOM B HEMOCPEACTBEHHOM BIM30CTU K CUCTEMAM BUPXKM, @ TaKXKe COMyTCTBYIOLMX K HAM
YC/IYT, TAKUX KaK: OPraHn3aLms KpoCC-COeAMHEHNIN MEXK Y APYrMMM KIMEHTAaMM KOMIOKaLUMW, 4OCTYN B
MHTEPHET*, pe3epBMpPOBaHME AYEEK O XPaHEHMUS.

B 30He Konokaumm KJ'IVIGHTy npenocrtaBaAaeTCcA Camblit BbICOKOCKOpOCTHOVI n Haﬂ,e)'KHbIl\/’I cnocob
NOAKNHOYEHNA K 6VIp)~KeBbIN\ cepBncam. HeHOCpeACTBeHHaH 6.1130CTb K TOoprosomy agpy obecneynsaeT
nyduiee Bpema NCNOJIHEHNA 3aABOK U MMHKMMA/IbHblE 3a4ePXKKN NPU MONYHEHNUN MaPKEeT-4aTbl. YC/'IVFVI
Konokauuu AO0CTYNHbI AN1A 3aKa3a KakK PNANYECKMMU, Tak U ¢M3M‘4€CKMMVI Nnuamu.

30Ha KONOKaLmKn pacnonaraetca no agpecy: O/ DataSpace r. Mockea, ya. LLapnKonoAWwWnnHNUKOBCKaA,
Aa. 11, ctp.9, 3an 202

* Ycnyeu cessu, okasbiearomca onepamopom ceazu 000 «Mb 3awuma VHpopmayuu», 8X009UWUM 8
epynny Mockosckas bupxa. [pasuna u pecnameHm OKA3aHUA ycry2 c8A3U onybauKkosaHsl Ha calime, no
adpecy: https://informationsecurity.moex.com/ru/document
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TEXHMYECKA CXEMA

MHTepHET

1- MNepumeTp 40CTyNa K TECTOBLIM CEPBUCAM BUpKK Ans cepeepHOro obopyaoBaHus (L3-cxema
cTaTmKka)*

2 - MepumeTp AOCTyNa K TECTOBbIM cepBMcam bupkun ans cetesoro obopynosaHma (L3-cxema BGP)*
3 - MoakntoyeHme nHTepdencoB ynpasaeHma obopyaoBaHnem

4 - HeToprosble NOAKNOYEHWNA 30HbI KONOKALLMK ONUCaHbl B JOKYMeHTe O [MoAKNo4eHNM K
NPOMbILLAEHHOMY KOHTYPY, KOTOPbIA AOCTYMNEeH ANA NPOCMOTPA UAM CKAaYMBAHMA NO aapecy
http://ftp.moex.com/pub/ConnectivityGuides/ru/MCG1001-RU-Colocation-ConnectivityGuide.pdf

MoaknioyeHne cepeepHOro obopynoBaHua kaneHTa (No1 Ha cxeme Bbille) B NepUMEeTp A0CTyna K
TECTOBbIM CepBMCam 6I/Ip)KVI BbIMO/THAETCA ABYMA d)VI3l/Il—IeCKVIMVI NINMHKAMU K OTAEe/IbHbIM CETEBbIM
YCTPOMCTBAM Ha cTOpoHe Bupkun. ObbeanHeHWe NOPTOB B rpynny U TermpoBaHue TpadurKa Ha
NOAKMOYEHUN He NpumeHAtoTcA. [lonycTMmMo, HO HE PEKOMEHAYEeTCA MCNO0/1b30BaTb Ha CTOPOHE
KMEHTCKOro 0b6opyAoBaHMs TONbKO OAMH GU3MYECKMI NNHK. TToAKA0YEHME BbINONHAETCS Ha CKOPOCTU
10réuT no ctaHaapty 10GBase-SR (onTuKa MynbTMMOL).

MoaknioyeHne ceteBoro obopyroBaHua KaveHTa (N22 Ha cxeme Bbllle) B MEPUMETP AOCTyMNa K TECTOBbIM
cepBucam BUPHKIM BbINONHAETCA ABYMA GU3NYECKMMM TMHKAMK K OTAENbHbBIM CETEBbIM YCTPOWCTBAM Ha
cTopoHe Bupu. MHTepdelickl ceTeBbIX YCTPOWMCTB Ha CTOPOHe KaneHTa AoMKHbI BbiTb B pexknme L3 ¢
BK/IHOYEHHbIM NPOTOKOOM BGP**. Ha cTopoHe KnveHTa peKomeHAayeTca NoAKA0YaTh IMHKN B
OTAe/IbHble CeTeBble YCTPOWCTBA, O[HAKO BO3MOMKHO MCMO/b30BaTh A8a UHTepdelica 04HOMo CeTeBOro
ycTpoictea KaneHTa. [JonycTMmOo, HO HE PEKOMEHAYETCA MCMO/b30BaTh Ha CTOPOHE KMEHTCKOrO
060pY10BaHNA TONbKO OAMH GU3NYECKUIA NMHK. MoAKNOYEHME BbINONHAETCA Ha CKopocTM 106Ut no
cTaHaapTy 10GBase-SR (onTuKa MynbTUMOA).

B cnyyae noloHUTHOroO pasmeleHna KnmeHTa B 30HE KOAOKauumn (N93 Ha cxeme BbILLle) noAKto4eHne

nHTepdeicos ynpasneHmna obopyaosaHuem (iLo, IPMI, iDRAG 1 T.4.) sBnaeTca 0683aTelbHbIM YCNOBUEM.

MNpenocTaBnseTcs no ctaHaapTy 1000Base-TX (Butana napa).

BupKa He HakNaAblBAET OFPAHMYEHUIN HA KOAMYECTBO MOAKAOUYEHHbBIX CXeEM K OAHOMY 060pya0BaHMio
KnveHTa (B T.4. MOAKAOYEHME K KOHTYPY, KOTOPbIA HE PacCMaTPMBAETCA B AAHHOM [JOKYMEeHTe), npu

AO0CTaTO4YHOM Konn4yecTtse anAa NoAK1to4YeHNA MOPTOB.
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* [loOpobHele mpebosaHUA K cemesbiM NOOKMOYEHUSM ONUCAHbI 8 pe2aameHme pa3meuleHus
obopydosaHus U nposedeHus pabom e 30He Kosokauuu (8 LIOL Dataspace), akmyasnbHyo 8epcuro
Komopo2o mMmoxcHo Halimu Ha catime bupxcu: https.//fs.moex.com/files/7999

** Adpeca 8bl0aHHbIX KnueHmy nodcemeli (8 m.4. mpaH3umHsix 0414 L3 KOHMypa) ykasaHsl 8 pazoesne
«[lnaH _adpecauyuu». bazossie HacmpolKu uHmepgelicos u nNpasuUaad Mapupymu3auyuu npusedeHsl 8
pazoene «VIHcmpyKyus no Hacmpotike 060py008aHUA ».

ITOAAEPKMIBAEMOE OBOPY AOBAHVIE

B 30He KO/I0Kaunn nogaepxmnMBaeTca NCnosib3oBaHMe cieayroulero O60py,EI,OBaHI/IHZ

e B CTOEYHOM BapuaHTe WcnoaHeHWsa (rack-mount) M Mmetlolwlee B KOMMAEKTE CTaHAAPTHble
371eMEHTbI KpenieHus (canaskn / penbebl / KpOHLWTENHbI) B CTaHAAPTHbIe 19 AtoIMOBbIE CTOMKM.

®  CO BCTPOEHHbIM MM MOHTMPYEMbIM B CTOMKY BIOKOM NUTAHMA.

e 0bopyaoBaHMe, MMEILLEE Kak MUHMMYM 188 UCTOYHMKA NUTAHMA B PEXMME Pe3epBUPOBaAHMA.

Buprka He HaKknazblBaeT OrpaHUYEHUin Ha BbIOOp Mpor3BoanTENEei 0D0OPYAOBaHUSA ONA Pa3MeLLeHns U
NOAKIOYEHNA B 30HE KOJTOKAUMMN.

He noaaepmBaeTca 1 3anpeLleHo K yCTaHOBKe cieaytouee O60pyﬂ,OBaHMeZ

® MMetollee HeCTaHAaPTHbIE Pa3beMbl MUTAHKS;
* uMmetollee cieapl HeaBTOPM30BaHHOW MOAMDUKALMK, B TOM YNCIE B LeNAX MUTaHus;

® MMetollee B CBOEM COCTaBe ycTpolcTBa/moaynm 6ecnpoBoaHOM cBA3M (Ntoboro Tuna);
e MMelollee B CBOEM COCTaBe YCTPOMCTBA/MOAY M BUAELO- UK 3BYKO3aMNMCHK;

e oBpeXAEeHHOEe UK HencnpaBHoe obopyaoBaHMe.

Bbile nepevmcneHbl OCHOBHbIE BUAbI NOAAEPKMBAEMOro 06opya0BaHus, MoaHoe onucaHmne TpebosaHmi
MOHO HalTV B pernameHTe pasmelleHmns obopyaoBaHma U nposeseHns pabot B 3oHe Konokaumn (8 LIO/,
Dataspace). AKTya/ibHas Bepcusa  [OaHHOrO  perlameHTa  pasmelleHa Ha  caite  BupsKu:
https://fs.moex.com/files/7999.

TPEBOBAHII K KAHAZIAM CBA311

MoAKMOYEHMA B MEPUMETP AO0CTyNa K TECTOBbIM TOProBbIM CUCTEMaM OCYLLECTBAATCA Ha ckopoctu 10
réwt/c (CraHaapt 10GBASE-SR).

MOAKAYEHNA ONS NOAYYEHWUA 3epKaSMPOBAHHOTO TpaduKa MOBTOPSIOT TEXHONOMMIO 3€PKaAMpPyemoro
NOAK/OUYEHNSA B MEPUMETP A0CTYMNa K TECTOBbIM TOPrOBbIM CUCTEMAM.

Ha AaHHbIX MOAKUYEHUAX HE OCYLLECTBAAETCA OrpaHuYeHe NponyckHoM cnocobHocT KaHana (shaping)
KnuneHTcKoro Tpaduka.

* 3aaeneHuUs o eblbope uau o6 usmeHeHuu ycaye OO0 «Mb 3awuma VIHGopmayuu» MOXHO Halimu Ha
catime: https://informationsecurity.moex.com/ru/document
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[11AH AAPECALIUI

CeTeBOM [OCTYM K PasAMyHbiM  cepBucam MOCKOBCKOM BUpXM  [0/MKEH OCYLWECTBAATbCA U3
npeaHa3sHaYeHHOro 418 3TOro afpPecHoro NPOCTPaHCTBa. B COOTBETCTBMM C STUM NPUHUMNOM 33 KAMEeHTOM
pesepBMpYIOTCA caeaytolime agpeca:

HasHauyeHuWe 3ape3epBMpPOBaHHOM NOACETH Anpec 3ape3epBMpoOBaHHON NoACETH
ALPECA 0N1A OOCTYMNA K CEPBUCAM BUPHKN

TpaH3aKUMOHHble NnoaxAtoYeHna FeedA 10.223.X.0/25
TpaH3aKUMOHHble NoaxAtoYeHnA FeedB 10.223.X.128/25

MoToku FAST FeedA (be3 punbTpaumm No pbiHKam) 10.221.X.0/24

MoToku FAST FeedB (be3 dpuabTpaLmm No pbiHKam) 10.222.X.0/24

TPAH3UTHbLIE CETW A/1A CBA3HOCTWU CETEBOIO OEOPYAOBAHUA MO NMPOTOKOJ1Y BGP
NleBas Hora 10.215.X.160/28

MpaBas Hora 10.215.X.176/28

Adpeca cemeli sbidenstomcs Mockosckoli bupxceli npu Hacmpolike ycnyau. KoHeyHsie IP adpeca 04
Cc8OUX cucmem onpeodenaromcs  KAUEHMOM CAMOCMOAMensHO U 3aKaselearomca Yy bupxu
coomesemcmeayrouieli 3a98Kol*.

Homep aBToHOMHOWM cucTembl (AS Number) ons ncnoib3oBaHMs Ha ceTeBoM obopyaoBaHMM KnneHTa
BblaenaeTca bupxel M3  yacTHOro AuanasoHa. [lonyckaeTcd  MCNo/Ab30BaHWe  Ny6aMYHOM,
3aperncTpnpoBaHHOM 3a KAMEHTOM aBTOHOMHOM CUCTEMBbI.

Ana ceasHocmu cemegoeo 060py008aHUSA 8 KaYyecmee mpaH3umuelx ucnosedyromcea /30 cemu u3
YKA3aHHbIX OUANasoHo8.

*  Qopma 3088KU Ha  8bl0eneHUe  a0pecos  npusedeHa 8  peanameHme  KO/A0Kauuu
https://fs.moex.com/files/7999

Anpeca cepsncoB MOCKOBCKOIM Bupyu onybankoBaHbl No agpecy: https://www.moex.com/s328, a Tak xe
MOTYT BbITb NPEAOCTaBAEHbI NO 3aNPOCY B CAYKOY TEXHUYECKOW NOAAEPIKKN.

VHCTPYKLIVI TTO HACTPOVIKE OBOPYAOBAHIS

[ONa KAMEHTOB B TOProBOM ceTu OUPMKM [OOCTyNeH cepsBuMC AOMeHHbIXx MMEH (DNS) no aapecam:
91.203.252.10,91.203.254.10 1 npoTOKO/ CUHXPOHM3aLUMKM BpemeHU (NTP): 91.203.252.12,91.203.254.12.

WMHCTPYKLIMA NO HACTPOWMKE CETEBOIO OEOPY/JOBAHMA

Ha noakntoyeHmsax ceTeBoro 060opyAoBaHMA HEOBXOAMMO HACTPOUTL IP CBA3HOCTb, 0OMEH MapLpyTamu C
obopyaoBaHnem Bupxun no npotokony BGP, a Takxke PIM B pexume SSM (Source-Specific Multicast).
Bupska He HakNadplBaeT OrpaHMUYEeHWUin Ha apxXMTEKTYPY MHOPACTPYKTYpbl KaveHTa, HaxogsAuleics 3a L3
NOAKNOYEHNEM B 30HE OTBETCTBEHHOCTU KnneHTa.

Tanmepbl BGP: keepalive 3, hold 20

MpU HaAMYMM TEXHUYECKOW BO3MOMKHOCTM PEKOMEHIyeTCs AOMNOAHWTENbHO HacTpouTb Bidirectional
Forwarding Detection (BFD).

Talimepbl bfd: interval 250 min_rx 250.
PekomeHaaumn ana nnatdopmbl Cisco:

0) He 3abyabTe BKAOUUTL «feature bfd»
1) bfd echo nONKHO BbITb BKAHOUEHO
2) HauHTepdeiice nponumcaTtb HAaCTPOMKY: «no ip redirects»
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3)  OTKpbITb NOpThl udp 3784,3785 B 06€ cTopoHbl B ACL, ecam ncnonbsyetca
4) TMomumo BKAtoYeHUs bfd Ha nHTepdeice Heobxoaumo A06aBuTL bfd eLlé 1 B KOHTEKCT router bgp

WHCTPYKLIXA NO HACTPOMKE CEPBEPHOIO OBOPY/IOBAHUA
Ha uHTepdeiicax, npeaHasHadeHHbIX 418 noaydyeHua multicast, pekomeHayem oTKAo4YaTb onumto Reverse
Path Filtering.

ObbeanHeHWe NOPTOB B rPynny v TErMpoBaHUe TpaduKa Ha MOAKMOUYEHNM HE MPUMEHSAIOTCA.

[JocTyn K TpaH3aKupoHHbIM cepBucam (FIX, TWIME, Plaza ll ut.4.):
Ha MHTep¢el7|cax NOAK/KOHYEHNA K NepumeTpy AO0CTyrna K TeCTOBbIM TPaH3aKUMOHHbIM CepBMCam
HEO6XO|£I|I/IMO HaCTPOUTb!:

Feed A:

ip: BblaeneHHbI agpec/agpeca u3 cetn 10.223.x.y/24, roe «x» — HOMep [OOroBopa Ha
pasmelleHne obopyaosaHuna B kKonokaumm (x/CL), a «y» - BbIBMpaeTca Ha YCMOTPEHWE KNMeHTa 13
noaceti 10.223.x.0/25 *

netmask: 255.255.255.z, rae «z» cOOTBETCTBYET Ha3HAYE€HHOM Ha NOPT NOACETY;
default gw: He yKa3biBaTb
Feed B:

ip: BblaeneHHbI agpec/agpeca u3 cetm 10.223.x.h/24, roe «x» — HOMep [OOrosopa Ha
pasmelleHne 0bopyaoBaHna B Kosnokauuu (x/CL), a «h» - BbiBMpaeTca Ha yCMOTPeHNe KAneHTa 13
noacetn 10.223.x.128/25 *

netmask: 255.255.255.z, rae «z» cOOTBETCTBYET Ha3Ha4YeHHOM Ha MOPT NOACETY;

default gw: He yKa3biBaTb

[o6aBnTb maplupyTbl Feed A**:
route add -p 91.203.252.38 mask 255.255.255.255 10.223.x.g
route add -p 91.203.253.46 mask 255.255.255.255 10.223.x.g
route add -p 91.203.253.58 mask 255.255.255.255 10.223.x.g
route add -p 91.203.253.59 mask 255.255.255.255 10.223.x.g
route add -p 91.203.253.62 mask 255.255.255.255 10.223.x.g
route add -p 91.203.252.62 mask 255.255.255.255 10.223.x.g
route add -p 91.203.254.62 mask 255.255.255.255 10.223.x.g
route add -p 91.203.255.46 mask 255.255.255.255 10.223.x.g
route add -p 91.203.253.199 mask 255.255.255.255 10.223.x.g
route add -p 91.203.255.59 mask 255.255.255.255 10.223.x.g

rae «x» — HoMep 40roBopa Ha pasmelleHne 0bopyaoBaHMsa B KosoKauum (x/CL), a «g» - nepsbii
[LOCTYNHbIN aapec U3 BbIOpaHHOM NOACETM, Ha3HAYEHHBIM Ha MOPT CO CTOPOHbI BUPKNU. AHANOTUYHbIE
HaCTPOMKM HeEOBXOAMMO NpMMeHUTb Ha Feed B co wato3om 10.223.x.i, rae «i» - nepBblit AOCTYMHbIN
aapec 13 BbIbpaHHOM NOACETU, Ha3HAYEHHbIM Ha MOPT CO CTOPOHbI BUPKK. NTPUOPUTETHBIN MapLLPYT
BbIOMPAETCA C MOMOLLLIO METPUKM HA YCMOTPEHUE KNEHTA.

[nA NpoBEepPKM KOPPEKTHOCTU HACTPOEK B CETU A0CTyNeH ping Ha agpec 10.223.x.g n 10.223 .x.i.
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TecToBble NOTOKU MapKeTAaThl:

Ha uHTepdeiicax noAkMOYEHUA K NepumMeTpy A0CTyna K GOoeBbiM M UrpOBbIM cepBMcam Heobxoammo
HaCTPOUTb:

Feed A:
HacTpauBaeTcs Ha nHTepdelice c agpecom 13 noacetn 10.223.x.y;
secondary ip: BblaeneHHbIN agpec/aapeca ns cetv 10.221.x.y/24, roe «x» — HOMep 40rosopa Ha
pa3smelleHve obopyaoBaHUaA B konokaumm (x/CL), a «y» - BbIBUpaeTca Ha ycMoTpeHue KaneHTa*
netmask: 255.255.0.0
default gw: He yKa3sbiBaTb

Feed B:
HactpauBaeTcs Ha nHTepdeiice c agpecom m3 noacetn 10.223.x.h;
secondary ip: BblaeneHHbIn agpec/aapeca n3 cetn 10.222.x.y/24, rae «x» — HoMep A0roBopa Ha
pasmelleHne obopyaoBaHua B KonoKkaumm (x/CL), a «y» - BbibMpaeTca Ha ycMoTpeHue KaneHTa™*
netmask: 255.255.0.0

default gw: He yKa3sbiBaTb

[0o06aBnTb MapLpyTbl**:
route add -p 91.203.253.238 mask 255.255.255.255 10.221.x.z
route add -p 91.203.255.238 mask 255.255.255.255 10.222.x.z
route add -p 91.203.253.239 mask 255.255.255.255 10.221.x.z
route add -p 91.203.255.239 mask 255.255.255.255 10.222.x.z
route add -p 91.203.253.235 mask 255.255.255.255 10.221.x.z
route add -p 91.203.255.235 mask 255.255.255.255 10.222.x.z
route add -p 91.203.253.242 mask 255.255.255.255 10.221.x.z
route add -p 91.203.255.242 mask 255.255.255.255 10.222.x.z
route add -p 91.203.253.243 mask 255.255.255.255 10.221.x.z
route add -p 91.203.255.243 mask 255.255.255.255 10.222.x.z
route add -p 91.203.253.250 mask 255.255.255.255 10.221.x.z
route add -p 91.203.255.250 mask 255.255.255.255 10.222.x.z
route add -p 239.195.1.24 mask 255.255.255.248 10.221.x.z
route add -p 239.195.1.152 mask 255.255.255.248 10.222 .x.z
route add -p 239.195.1.64 mask 255.255.255.192 10.221.x.z
route add -p 239.195.1.192 mask 255.255.255.192 10.222 x.z
route add -p 239.195.9.0 mask 255.255.255.128 10.221.x.z
route add -p 239.195.137.0 mask 255.255.255.128 10.222.x.z
route add -p 239.195.12.0 mask 255.255.255.128 10.221.x.z
route add -p 239.195.140.0 mask 255.255.255.128 10.222.x.z

rae «x» — HoMep 40roBopa Ha pasmelleHne obopyaoBaHua B Konokauum (x/CL), a «g» - nepsbii
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OOCTYMHbIM aapec U3 BbIGPaHHOW NOACETU, Ha3HAYEHHbIM Ha MOPT CO CTOPOHbI BUPIKM.

NMoaxniodeHne nHTepdeiica yaaneHHOro ynpasneHus:

Ha BblaeneHHom nopTy ynpasneHua (HP ILO Advanced, IBM RSA, DELL DRAC, IPMI n ap.) Heobxoanmo
HacTpouUTb:

ip: BbloeNeHHbI agpec/aapeca u3 cetn 10.219.x.y/24, roe «x» — HOMeEpP [0roBopa Ha OKasaHue
YCYT CBA3M B 30HE KoMoKaumm (x/CLZ), a «y» - BbIBMpaeTca Ha yCMOTpeHUe KaneHTa*

netmask: 255.255.0.0
default gw: 10.219.0.1

Mo yMOnYaHWIO AOCTYyN B HanpaBAeHUW UHTepdelica ynpasneHus 3anpelleH. Heobxoaumbli AOCTynN
OTKPbLIBAETCA MO 3anABKe.

Mcxopawme coeaMHeHMAa B HanpasaeHun cetn WHTepHeT OT MNopToB MNOAKAOYEHMA MHTep(beVICOB
YAANeHHOTo ynpasjieHna 3anpelleHbl.

* - neped UCNOML30BAHUEM BbIOPAHHLIU adpec Heobxo0uMO C02naco8amses, HANPABUS 3aNPOC HA
svldeneHue adpeca Ha colo@moex.com

** - cuHmakcuc npuseder 0n1a Windows naamagopmesi

KAK HAYATD PABOTATD

[na Hayana paboTbl KAMEHTY HEOBXOAMMO BbINONHWUTL Ceaytolme AelCTBUA:

e  [IPOKOHCYNbTUPOBATLCA C MEHEAKEPOM U3 OTAENA NPOAAXK TEXHONOTMYECKMX YCAYT No TenedoHy
+7 (495) 363-3232 006. 5656 nan no email itsales@moex.com. COTpYOHUK BUPXM MOMOMKET
YOOCTOBEPUTLCA B TOM, YTO BblbpaHHOE pelleHne ONTMManbHO NOAXOAWT Mo 3aJa4M KAMEeHTa,
NOACKAXKeT Kakue AOKYMEHTbl HeobxoAMMO 3amofHUTb M B KAaKOM MOPSAKe /ydlle BCero
OpraHun3oBaTb Aa/ibHelwWwyo paboTy.

e  (O3HAaKOMUTLCSA C OCHOBHbIMW pPernameHTHbIMU AOKYMeHTamu no ycayram Konokauuu: Mpasmna
OKasaHuA ycayr B 061acT MHOOPMALIMOHHBIX TEXHOMOMMIM B 30HE KOoMoKauuu W PernameHT
pasmelleHna 06opyLoBaHMA U NpoBeaeHNA PaboT B 30He KONOKaUMK.

e  BbibpaTb NnpoTokosbl M MO ana nogxaodeHns (Boibop MoKeT BbiTb 06YCN0BAEH YiKe MMEIDMMCS
Toprosbim M0).

e  BbibpaTb HEOHXOAMMYIO APXUTEKTYPY MHCTANNALMM, COCTaB 0OOPYA0BAHNA U TUMbI MOAKAOYEHUA
KaK K buprke, Tak 1 K ceTn HTepHeT.

e [lpucnaTb ABa 3K3eMMNIAPa 3aN0SHEHHOTO OAaHK-3aKa3a 1 0AMH 3K3emnnsp Gopmyaapa KAneHTa
no YOUW wan opurmHanamm Ha agpec: 125009 r. Mocksa, yn. Bosasuskerka, 4.4/7, ctp.l.
CoTpyaHWKM  OUPMKM  MPOBEPAT KOPPEKTHOCTb 3aMOJHEHMs AOKYMEHTOB W NOATBEPAAT
BO3MOHOCTb Ha4MHaTb NMPOLLECC MHCTANNAUNM.

e [lpucnatb Ha colo@moex.com ¢ 0AHOro 13 email ykasaHHOro B dopmynspe KamMeHTa 3anpoc Ha
cornacoBaHWe AaTtbl M COCTaBa MHCTaNAAUMKM (GopmMy 3aABKM MOXKHO B3ATb M3 pernameHTa
KonoKaLmm).

e  (OnumoHanbHO) MpolTu Npoueaypy ceptnudurkaumm MO KnneHTa Ana NOAKNOYEHNSA K TOProBbIM
cuctemMam MocKoBcKoM Bupkun (TpebyeTtca, ecnm nNnaHWpyeTca WMCMosb30BaHME HETMNOBOro
Toprosoro MNO).

e [loanucaTb cornaweHne ¢ MOCKOBCKOM Bupskeid 0 npegoctaBaeHUM AOCTyna no BblbpaHHOMY
nporpammHomy obecneyeHunto u UHGOPMALLMOHHBIM MPOAYKTAM.
3anyCTWTb CUCTEMY B MPOMbILLIIEHHYIO SKCMyaTaUMIo.

TTPOLIEAYPA OBPAIIEHINI B TEXHYECKYIO TTOAAEPKKY
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B cnyyae, ecnv KnneHT obHapy»KMBaeT HeMCNPaBHOCTb YCAYTM AKX MPU BO3HUKHOBEHMM 1t060ro Bonpoca
Kacatoleroca NOAKAOYEHUA, HEODXOAMMO CBA3ATbCA CO CAYKOOW NOAAEPKKM BUPXKKM, NpesocTaBus
cneaytowyto MHGOPMaLLMIO:

e HammeHoBaHWe opraHusaumu;
e lAcnonb3ayemas ycnyra ana noakntodeHuns K bupxke: Colocation;
e [P agpeca c KOTOPbIX NPOM3BOAMNTCA NOAKAOYEHME;

e (ObopyaoBaHMe C KOTOPOro NPOM3BOAMTCS MOAKMOYEHME™;

e KpaTkoe onucaHue npobaemsi;
e (OnumoHanbHO) Pe3ynbTaTbl TECTOB, MPOBEAEHHbIX KIMEHTOM.

* Koo, npuceoeHHbIl bupxcel npu sHoce 0b6opydosaHus (MOEX-Code)

O6palLeHWs NPUHUMAIOTCA TONIBKO OT /UL, YKa3aHHbIX B dopMyisipe.

KOHTaKTbl TEXHWNYECKOM noAadepPKKN:

T +7 (495) 733-9507, +7 (495) 287-7691,

T +7 (495) 363-3232, gob. 2345

E-mail: colo@moex.com

OIIEPATOPHI CBA3M

*AO "PeTHHet"
Ten.: + 7 (495) 663-16-40

" _
= GunauH’
e Buanmc

*MNAO "Bbimnen-
KommyHuKauumn"
Ten.: 8 (800) 700-80-61

*3A0 "PE/ITAAH"
Ten.: +7(495) 256-8181

JMACOMNET

TeneKOMMYHHKIYHOHHAA KOMNIHHA

*3A0 "MAKOMHET"
Ten.: +7 (495) 796-94-00

*000 "Asenakom"

. 000 "3ksaHT"
AVELACOM Ten.: +7 (495) 777-03-01, Business | " +7K(ZZHST) 70800
Ten.: +7 (925) 007-04-33 st Services -
NAO "Mera®oH" NAO "MobunbHble
Ten.: +7 (495) 502-20-00 TeneCncrems"
MErA@OH Ten.: +7 (812) 960-00-00 Ten.: +7 (495) 956-00-00

TTK

3A0 "KomnaHus
TpaHcTeneKom"
Ten.: +7 (495) 784-66-70

000 "TEJIEKOM-BUPKA"
Ten: +7 (495) 627-59-44

LY . 3KaDo

OAO "KOMKOP"
Ten: +7(495) 411-71-71

2Ny
Hh
MASTERTEL

High-Quality Telecommunication Services

AO "MACTEPTENT"
Ten.: +7 (495) 300-33-33
Ten.: +7 (968) 894-32-51

* Onepamopel, ycmaHosuswiue 060py008aHUE 8 30He KOOKAYUU U 20mMO8bie OKA3bi8AMb YCsy2u C8A3U.

YACTO 3AA4ABAEMBIE BOITPOCHI

KaKkue A0KyMeHTbl He06X0AMMO 3aN0IHUTb AR YCTAaHOBKM 060PYA0BaHNA B KOIOKaLMIO?
Bce JOKYMEHTbI pacnosioxeHbl Ha cTpaHuue http://www.moex.com/al819
3anoHeHHble OKYMEHTbI CAeayeT A0CTaBUTL No agpecy: 125009, MockBa, yn. BosasuskeHka 4/7, ctp.1.

Mory nu A Kak d)VI3VILIeCKOG JINL0 YCTAaHOBUTb CEPBEP HAa KONOKALUIO U NOAKNIOYUTBCA HANPAMYIO K LUAKO3Y

LNA TOProsan?

Bbl MOKeTe 3aK/tounTb ¢ bruprkel goroBop Ha pasmelleHne obopyaoBaHMA Kak pusnyeckoe Anuo,
0HAKO, TO/IbKO YHaCTHMK TOPrOB MOMKET BECTU TOProB/to Ha Bupke. B aTom cnyvae Bam notpebyetca
3aKa3aTb AOMNONHUTENBHYIO YCAYTy y BpoKkepa.
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Ecnu Bbl naaHMpyeTe NOAKAUMTLCA K BUPMKE TONbKO A4/18 MONYYEeHMS AaHHbIX, Bbl MOMXKETE 3aK/104NTb
[0roBop Ha dpusmyeckoe nLo. Ana nonyyeHus 6onee noapobHol nHGOPMaLMK, NOXKANYICTa,
obpaTuTeck B OTAEN NpoAa: itsales@moex.com.

Kakwme cepBu1CbI AOCTYMHbI B KONOKALMK?
Bce TecToBble cepBUCHI BrpxKu.

Kaknm obpasom nnaHupyetca Busut 8 LOA? HyKHO A1 Ham oTnpaBuTb opuumanbHblit 3anpoc?

[ns Toro, Yytobbl 3annaHnpoBaTh B13nT B LLOL, HanpasbTe 3aABKy Ha agpec colo@moex.com ¢
YKa3aHWeM Lenu, AaTbl U BPEMEHW BU3MTA B AaTa-LEHTP (Kak MMHMMYM 3a 3 Yaca 0 NAaHMPYeMOoro
BPEMEHW BM3UTA).

B 3asnBKe L0/1KeH ObITb YKa3aH nepeyeHb naaHupyemblx paboT ¢ obopyaosaHnem, PVO coTpyaHHUKOB,
npon3soaAaunx pa6OTbI OT nla KNTNEHTOB.

Mpu noceweHnn LLOL Bce COTPYAHMKM AONKHBI UMETH C COBOMN AOKYMEHTbI, YAOCTOBEPAIOLLME TMYHOCTD.

[ae pasmellaerca obopyaosaHue?

B mawmnHHOM 3ane LleHTpa O6paboTkm JaHHbix (LLOJ) Dataspacel, pagom ¢ TOProBbIM AAPOM Brpu B
uensax obecneyeHMa MMHUMANbHOM 3a[€PKKM JOCTAaBKM TOPTOBbIX 3aABOK U BUpKeBON MHGOPMaUUN.
Apec LLOA: r. Mocksa, ya. WapukonoawmnHukosckas, 4. 11, ctp. 9, 115088.

Kakue ecTb BapuaHTbl pasmeLleHus obopynosaHua?
MpeaycMOTPeHOo ABa TWMNa PasmeLLeHUA: NOKHUTHOE M NOCTOeYHOE:
e B cayyae NOWOHUTHOMO PasmeLLeHMs KAMEHT OMNNauyMBaeT Kaxablh 3aHMMaeMblii 0bopyaoBaHnem
OHUT U COEAMHUTENbHBIE TMHUM MEXAY CBOMM 000pYy10BaHMEM Pa3MeLLEHHbIX B Pa3HbIX
IOHUTaX.
o B C/lydae NoCToe4YHOro pasmelleHna KIMEHT OonJlavymnmBaeT CTOlZKy UEeTMKOM BHE 3aBUCMMOCTU OT
TOr0, CKO/IbKO 060PYA0BaHMA OH TaM YCTAHOBWT.

Kaxoe o60pyaoBaHne Mbl MOXKEM PasMeCcTUTb?

Cepsepsbl, ceTeBoe 060pyA0BaHME, CUCTEMbI XpaHeHUA. Moaes v 06opyaoBaHNa 414 peanm3aumm Batmx
noTpebHOCTeN 1 MPOU3BOAMUTENEN STOTO 060PYL0BAHUA Bbl BbIBMPAETE MNONHOCTLIO Ha CBOE YCMOTPEHME.
BO3MOMHOCTb YCTaHOBKM 060PYJ0BaHUA C OXNAKAEHUEM NPU MOMOLLM AUSTEKTPUYECKOMN HUAKOCTH
PacCMaTPUBAETCA B UHOMBUAYANbHOM NOPAAKE A1 KaXKA0M eAnHMLbl Takoro 06opysoBaHma.

MecTto ana 06opynoBaHUs orpaHMYeHo. Bo nsbexaHne HeoKnaaHHbIX OTKA30B B pasMeLLeHnM,
enaTtesbHO cocTas 060pyA0BaHMA COMNACcCOBbLIBAThL C COTPYAHUKAMM BUPKM.

MoapobHee o TpeboBaHMUAX K pazmeLlaeMomy 060pyA0BaHMIO B PErlaMeHTe pasmeLteHms
o060pynoBaHua U NpoBedeHna paboT B 3o0He Konokaumm (8 LIO/ Dataspace), akTyasibHyO BEPCUIO
KOTOPOro MOXHO HaiTK Ha calTe Bupsku: https://fs.moex.com/files/7999.

KaKkoBbl pasmepbl 060pyaoBaHus, KpenaeHNs, CKOIbKo 060pyA0BaHNA MOXKHO Pa3MeCTUTb B CTOMKY?
Pasmepbl 060pyA0BaHNA A0MKHbBI AOMNYCKAaTb €ro YCTaHOBKY B CTaHAAPTHYO 19-410MMOBYO CTOMKY Ha
04HO nan Bonee NOCafoYHbIX MeCT (oHUTOB). [abapUTHbIE XapaKTeEPUCTUKM cToMKKM: 700 x 1200, 48
IOHWUTOB, N3 KOTOPbIX 42 OHWTa AOCTYMNHbI ANA pasmelleHna 0bopyaoBaHMA.

Ctolika obopyaoBaHa opraHaisepamm 1 PDU, KOTopble, B 3aBUCMMOCTM OT pasmepa pasmellaemoro
0bopyaoBaHMA, MOTYT MellaTb MOHTaXy 060pYyA0BaHMA Ha OTAE/bHbLIX MEeCTax, T.e. Mojie3Had eMKOCTb
CTOMKM MOMKET OKa3aTbCA MeHbLLE.

EcTb /I y Bac Kpenéx 41A MOHTaxKa 060pyA0BaHUA B CTOMKY?
[a, Mbl NpefoCTaBAfEM SNEMEHTBI Kpenexa (raliku, 6oNTbl), COBMECTUMbIE CO CTOMKaMM.

MOMHO N1 pasMecTUTb 4BYX-, TpeX- U Bosiee-loHUTHOe 06opyaoBaHKe?
[la — NpY HaNYMKU TEXHUYECKOM BO3MOMKHOCTU. 119 MOKOHUTHOO PasMeLLLEHNS MO CTOMMOCTHU 3TO
COOTBETCTBYET Pa3MELLEHMIO COOTBETCTBEHHO ABYX, TPEX U HO/lee OAHOIOHUTHbLIX CEPBEPOB.

ECTb M OrpaHUYEHMA MO MOLLHOCTU?
[a, MOLLHOCTb pa3meLaeMoro 06opya0BaHNA OrpaHMYeHa.
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e B pamkax oHOW yCAyrv apeHabl FoHWUTa, MOLWHOCTb orpaHuymBaeTca 500 BT no nacnopTHbIM
OaHHbIM 610KOB NUTaHMA. Mpu pasmelleHnn cepsepa ¢ MolHocTbio oT 501BT ao 1000BT Ha
0AMH 610K NMUTAHUA CTOMMOCTb ByZeT COOTBETCTBOBATL PAa3MELLEHMIO ABYX OAHOKOHUTOBbIX
cepsepos, oT 1001BT a0 1500BT Ha oanH BAOK NUTaHWSA — TPEX CepBEpPOB U T.A.

e B C/yyae NOCTOEYHOrO pas3mMelLeHma CyMMapHaa MOLLHOCTb OrpaHNYnBaETCA GaKTUYECKUM
notpebneHnem 6 KBT Ha cToiKy (7KBT npu 3aKase AONOAHUTENLHOM yCayri).

Tpebyetca nu cepTudukaums obopygosaHums?
TpebyeTca TonbKo oba3aTenbHasn B PO ceptnudmkaums obopyaosanus (TOCT P, C3C).

KakoB gonkeH 6bITb TUN NUTAHMA 060pYA0BaHNA?

ObopyaoBaHMe A0MKHO MMETb He MeHee AByX 610KOB NUTaHMA B pexkume pesepsuposanms (1+1).
Tun nutanna: 220V, 50Hz.

Tun poseTtok PDU IEC C14.

Mpenocrasnsere v Bbl Kabenn nuTaHUA? Ecam HeT, Kakum TpeboBaHWMAM A0/KHbI YA0BNETBOPATL HalLK
Kabenu?

KnneHTckoe 060pynoBaHMe AO/HKHO MMETb Kabeslb MUTaHUA B KOMIIEKTE, HO B C/lydae HeobXxoaAMMOCTH
Mbl MOXeM 0becrneynTs Bac CTaHaapTHbIMKU Kabenamm nutaHua. Ecan Bam HeobxoavMbl HECTaHAAPTHbIE
LWHYPbI/PasbeMbl, NMOXKaNYMCTa, CBAXUTECH C HAMM 3apaHee, YTOObI Mbl MPOBEPUIM UX HANYME Ha
cKknage.

Moskem nn mbl choTorpadupoBaTh CBOIO CTOMKY ¢ obopyaosaHuem B LOA?
[a, 3T0 BO3MOXHO, HO TO/ILKO B Npeaenax apeHa0B8aHHON CTOMKM.

KTo 3aHMMaeTca pasmelleHnem Hallero obopyaoBaHNUA B CTOMKE M NOAKNIOYEHMEM €0 K CETAM MUTaHUA?
Ecnu Bbl 3aKasbiBaeTe YCyry NOKHUTHOMO pasMelleHms, BCe NOAKMMOUYEHNA U MOHTaXK 060pya0BaHNA
OCYLLECTBAAET Halll MHXXeHep. B cydae NOCTOEYHOTO pasmelleHns, NOAKMOYEHNE M MOHTaX Bbl MOXeTe
Npom3BeCcTM IMBO CaMOCTOATE/IbHO, MO0 BOCMO/Ib30BaTLCA YCAYraMu HaLEero MHKeHepa.

MoxanyicTa, obpaTnTe BHUMaHME Ha TO, YTO CXema pasMellleHnsa U NoAKAYeHNa 0bopyaoBaHNA
[O/IKHa BbITb NPeABapUTEIbHO COMIAaCOBaHa C NPeACTaBUTENAMM BUPIKN.

KakoBbl TpeboBaHuA Kk cnocoby NpoKnaaku Kabenei? Moem i1 Mbl NPONOXKNTL Kabenn No Bepxy CTOMKU?
MOoXHO /1 NyCKaTb Kabenu nod NoAoM MeXay CTOMKaMM? ECTb I Mexay CTOMKaMU NMPOMENKYTOUHbIE
NpPoémbl?

Bce BHeLLHME KPOCCMPOBKM 3a NPeaesibl CTOMKM BbINOAHAIOTCA COTPYAHUKOM BUPKM C MCNONb30BaHMEM
3apaHee NPOJIOKEHHbIX KabesbHbIx cucTem. Mpoknaaka kKabens nNo BepXy CTOMKM BO3MOXHA B C/yYasX,
Koraa Tpe6yeTCﬂ KOMMYTauna ABYyX COCEAHUNX CTOEK KAneHTa 1 TaK *Ke BbINOJHAETCA COTPYAHNKOM
Bupxun. Hnkakune apyrme cnocobbl NpoknaLku kabene He oNycKatoTCA.

MpenocTtaenseTe M Bbl Kabenu 41A NOLKOHEHNUA UK UX HYKHO NPUBO3UTb CAMOCTOATENILHO?

Mbl npeaocTasasem Kabenb 414 NoakAoYeHna 060pya0BaHUA K ceTaAM bupu. [ns BHYTPUCTOEUHbIX
NOAKMOUYEHUN KNUEHT MCNOb3YEeT CBOM COBCTBEHHbIN Kabeb, NTMHO B HEHONbLLIMX KOAMYECTBAX Mbl
MOXKEeM ero nNpeocTaBuTb.

Kak obecrneunBaeTcs OTKa30yCTOMYMBOCTb NOAKNKOYEHMUA K NEPUMETPY LOCTYNA K TECTOBLIM CEpBUCamM?
Kakaoe NofKtoyeHMe ocyLLeCcTBAAETCA Napoli NOPTOB B OTKA30yCTOMUYMBOM pexkume. Kaxablii nopT B
nape Ha CTopoHe BMpKK NOAKAYaeTCA Yepes pasHble ceTeBble YCTPOMCTBa.

[na pe3epsnpoBaHMA NOAKAOYEHMI CEPBEPOB MCMO/b3YETCA ABE HEe3aBMCKMMbIE NOACETH, ANA
pe3epBMPOBaHMA MOAKMNOYEHNI CETEBbIX YCTPOMNCTB — NPOTOKO BGP.

B uenax obecneyeHmns 0TKa3oyCTOMYMBOCTU NOAKOUEHUA CETEBLIX YCTPOMCTB Ha CTOPOHE K/AMEHTa
PEeKOMEHIyeTCA OCYLLECTBAATL NOAKNOYEHMS Yepes ABa Pa3HbIX CETEBbIX YCTPOMCTBA.

Kakue TexHnyeckne TpebosaHusA K noakaoueHno 1réour/c?

Tunbl UCnonb3yembix Kabenen: meaHble Caté ¢ pasbémamm RJ45. CtaHaapT nogkatodeHmsa: 1000Base-TX.
OnTnyeckne mHoromoaosble ¢ pazbemamm LC. CtaHaapTbl noakatoveHms: 1000Base-LX, 1000Base-SX
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Kakue TexHuueckue TpeboBaHWA K nogxnoueHunio 10Méut/c?

TUNbl UCNONb3YEeMbIX Kabenel: onTuyeckne MHOroMoA0Bble Kabenun ¢ pasbemamm LC-LC. SFP+/10GBASE-
SR. JonyckaeT NoAKNO4YEeHWE CETEBLIX YCTPOMCTB, MOAAEPKMBAOLWMX MPOTOKON ANHAMUYECKON
MmapwpyTtmsaummn BGP.

MpeaocTaBnAeTCcA M BHELHWI agpec B ceT MHTepHeT npw 3akase ycnyru "MogkntodeHne uHtepdeiica
ynpasneHua"?
[a, BblaenaeTcs BHELWHWIM aapec M3 aJpecHoro npocTpaHcTea 85.118.178.0/23.

OpraH130BaHO /I pe3epBMPOBaHME KAaHANOB NOAKNKUEHUA K CETU UHTepHeT?
[a, BHelWHee NOAKNOYEHME K CETU MIHTEPHET aBTOMATUUYECKM pe3epBmnpyeTcs no NpoTokony BGP mexay
TOYKaMM NPUCOEANHEHMA K BbILIECTOALMM ONepaTopamm CBA3M.

CyLLeCcTBYeT /1M 3aLMTa OT CKaHMPOBaHUA nopTtoB U DDoS-aTtak?

Mo yMmon4aHuto 3anpelleH Ntoboi ceTeBOlM AOCTYN - Mbl Pa3pellaem A0CTYMN K KOHKPETHbIM
aapecam/nopTam no 3anpocy KaneHTa. CneumanmsmpoBaHHOMN 3alMTbl OT CKAHMPOBAHKMA NOPTOB M Anti-
DDoS He npeaycmoTpeHbl.

KTo 3aHMMaeTcsa NoakNoueHnem Halero 060pyA0BaHMA K NEPUMETPAM AOCTYMNa K TECTOBbIM CEPBUCAM, K
ceT UHTEPHET M APYrMM CepBUCaM KONOKaLMK?

HO,EI,K}'IIO‘—ieHl/Iﬂ OCyLLEeCTB/IAKOTCA TO/IbKO HAWWMM NHKEHEPOM. ﬂO)-Ka}'IylZCTa, o6paTv1Te BHMMaHWEe Ha TO,
YTO NOAKNKYEHWNE OONTKHO ObITb npeaBapuTesibHO COr1aCcoBaHO C NpeacTaBUTeNaAMA EMp)-Kl/I.

B0O3MOXHO /i1 NpeaocTaBeHune ycayrv remote hands? KakoBbl CpOKM pelueHus 3anpocoBs?

[a, 370 BO3MOKHO. [1NA NoNyYeHna MHGOPMaLIMM O CPOKaxX pelleHms Bam HeobX0AMMO NpeaoCcTasmTb
HaM NOJHYIO KOHOUTYPaLMIO 1 CXeMy NOAKAUeHMs 06opyaoBaHua. Mocne obcyaeHna KoHGUrypaumm ¢
npoussoauTenem obopyaoBaHMUs, Mbl NPEAOCTaBMM BaM AasibHeRLY0 HpopMaLmio.

B Kakoe BpeMsa BO3MOXHO NnpeaocTasiaeHue ycayrn remote hands?

Halw aexkypHbi nHKeHep goctyneH ¢ 09:00 go 23:00 N0 MOCKOBCKOMY BPeMeHM no paboumm aHam. B
ero 06A3aHHOCTU BXOAAT Ha3oBble 334a4M MPU IKCTPEHHbIX CUTYaLMAX: Nepesarpyska cepsepa no
nNUTaHMIO, 3aMeHa hot-swap AMCKOB 1 T.4,.
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