[Hopsaxok MCMOJIB30BAHNUSA 3JIEKTPOHHOM MOANKUCH B JJIEKTPOHHBIX IOKYMEHTAX
KiiupuHroBoro repmMuHasia
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1.1.

1.2.

1.3.

1.4.

1.5.

Tpe6oBaHus K 3/1IEKTPOHHOI noanNUucH

DJeKTPOHHBIC TOKYMEHTBI KIIMPUHTOBOTO TepMUHANA, OTPE/ICIICHHBIC B TPOCTpaHcTBe UMEH €d (cM. DopMaThl AJIEKTPOHHBIX COOOIICHUIA),
MTOAMMCHIBAIOTCS AICKTPOHHOM moAanuckio (II1).

s nokymentoB B popmare XML ucrnonb3yercst popmar npeacraBineHus dnekrporHoi nmoanucu « XML Signature Syntax and Processing
(Second Edition)» (http://www.w3.0org/TR/xmldsig-core/), kpatkoe obo3unauenne XML DSig.

Crangapt ganHoro opmara ornpeensercss MexayHapogHoit opranusanueii The World Wide Web Consortium (W3C), xsd-cxema ¢popmara
HaxoauTcs 1o aapecy “http://www.w3.0rg/TR/2008/REC-xmldsig-core-20080610/xmldsig-core-schema.xsd”.

B snexTponnbix nokymentax Knupunrosoro tepmunana 11 cogepxurcs HenocpeactseHHo B Tene XML-1okymeHTa B BUjie 3jieMeHTa
Signature, cm. Tabauma 1. Daement Signature 1omKeH cogepkaTh OrPaHHYCHHBIN HA0OP MOJICH, IepeUnCIIeHHBIX B Tabmuie. JlomyckaeTcs
BKJIFOUCHHE HECKOJIBbKUX 3K3eMIusipoB DI1 (anemenToB Signature), eciu npaBuiiaMu JJOKyMEHTOO00pOTa MPEIYCMOTPEHO HAJTHMYKE JABYX H
0oJiee MOAIMCEN.

Tabmuua 1: Ctpykrypa semenTa, cogepskamiero D11 B hopmare XML DSig

DJIeMeHT Onucanne
<Signature> Il
<SignedInfo> IToamuceiBaeMBbIe JaHHBIE
<CanonicalizationMethod> Anroputm kanonuzanuu XML-nokymenTa
Algorithm O0o03Ha4YeHue AIropuTMa
</CanonicalizationMethod>
<SignatureMethod> AnroputM GopMHUpPOBaHUSI IOITHCH
Algorithm O0o03HaUYeHNE ATOPUTMA
</SignatureMethod>
<Reference>
<Transforms> JlonoHHUTENbHBIE TPe0Opa30oBaHuUs

. <Transform> |
|

. <[Transform> |

</Transforms>
<DigestMethod> AJITOPHUTM BBIYUCIICHUS XDII-3HAYCHUS
Algorithm O0o03Ha4YeHue AIropuTMa
</DigestMethod>
<DigestValue> Xo1I-3HaueHue
</Reference>
</Signedinfo>
<SignatureValue> 3HaueHNe NOANUCH
</Signature>

Cornacuo cnenupukarmun XML DSig, B npouecce dpopmupoBanus U npoBepku I mpuUMEHSIOTCS CleAyIOIe Onepanun 00padoTKu
ucxoanoro XML-gokymeHra:

e  Kanonmsauus, canonicalization;

o JlononHuUTeNbHBIE TpeoOpa3oBanus, transform;

o Beruucnenue xam-3Hauenus, digest;

. [eneparus moanucy, signature.

IIpu ¢opmupoBanun OII 37€KTPOHHBIX JOKYMEHTOB KIIMpHHroBOro TepMHHalla B NPUBEIEHHBIX OINEpalusX OOpaOOTKH JOJKHBI
IIPUMEHATHCS CIEAYIOLINE AIITOPUTMBL:

Onepanyst Anroputm O6o03nauenue B atpudyte Algorithm

Kanonu3zanus Anroputm kaHoHuzauuu XML 1.1 ¢ uckimoyeHneM KOMMEHTapHUeB, http://www.w3.0rg/2006/12/xml-c14n11

OIIMCaHuc anropHTMa HaxXoJUuTcCid 110 az[pecy:
http://mwww.w3.0rg/TR/2001/REC-xml-c14n-20010315

JlonoiaHuTENBHBIE O6pabotka 06EépHyTOH KppoBoii moanucu (enveloped signature http://www.w3.0rg/2000/09/xmldsig#enveloped-

npeoOpa3oBaHUs transform), onmcanue anropuTMa HaXOAUTCS TIO ATPECy: signature
http://www.w3.0rg/TR/2002/REC-xmldsig-core-
20020212/0Overview.html#enveloped-signature

Brrancienue xam- Konauposanus nanusix base64, RFC4648, omucanune aaropurma urn:ietf:base64
3HAYEHUSA HAXOIMTCS 0 a[PeCy:
https://tools.ietf.org/html/rfc4648#section-4

I'enepanust nmoanucy, | st kpanuduimposanusix cepruduxaros 'OCT P 34.10-2001 urn:moex:gostr34.10-2001
JIOJDKHA “Uudopmarnmonnas TexHonorus. Kpunrorpadudeckas 3amura

OCYILECTBIISITHCS C nHpopmanun. [Ipoueccs! popMupoBaHus 1 MPOBEPKU IJIEKTPOHHON

HCIIONb30BAaHUEM UQpPOBOH moarucK’”.

UHPPACTPYKTYPbI s kpanuduiupoBanHbix cepruduxaro 'OCT P 34.10-2012 urn:moex:gostr34.10-2012
X.509 “Uudopmanmonnas texHonorus. Kpunrorpaduueckas 3amura

nHpopMmaruu. [Iporeccsl hopMUpOBaHUS U TPOBEPKU IICKTPOHHON
nudposoit moamucy’”. Onrcanue anropuTMa HaXOAUTCS 110 aapecy:
https://tools.ietf.org/html/rfc7091

Aunroput™ RSA, onrcanue anroputmMa HaxoauTcs 1Mo aIpecy: http://www.w3.0rg/2000/09/xmldsig#rsa-shal
http://www.ietf.org/rfc/rfc2437.txt
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2. MNMopspok popmuposaHus 3l

2.1.

®opmupoBanue 11 nokymenToB KiinpuHroBoro TepMuHalia BHIOIHIETCS B CIEAYIOIIEM MOPSIIKE:
1) BXOAsimuMHu JaHHBIMH SIBISETCS HCXOAHbIH XML-10KyMeHT B ¢opmare, ONMHUCAHHOM B JOKYMEHTanuW Ha KIIMPHHTOBBIA TepMHUHAI.
JlomyckaeTcst HalMuue B JOKyMeHTe paHee chopmupoBaHHbix Il
2) Cosznanue snmementa Reference (cm. Tabmuia Nel):

a.

b.

d.

Hag ucxoIHBIM JTOKYMEHTOM BBINMONHsIETCS IpeoOpasoBanue enveloped signature transform, B pe3ynbTare 4ero w3 HETO
HCKJIFOYAIOTCS BCE AJIEMEHTHI Signature;

Brmonnsercs npouenypa kanonusauun XML-gokymenta no anropurmy C14N11, Ha BeIXOJae KOTOpPOW MOJTY4aeTcsl MOTOK
0aiiToB, cofeprkauii HopMaau3oBaHHBIM XML-10KyMeHT;

HopmanuzoBanueiii XML-n0okyMeHT komupyercst aaroputMoM base64, moiyueHHBIH pe3ysibTaT CUUTACTCS XdII-3HAYCHUEM
HCXO/IHOTO 3JIEKTPOHHOTO JAOKYMEHTa (IIOJY4eHHOE TaKMM 00pa3oM X3II-3HaYEHME JI0NycKaeT oOpaTHOe ImpeoOpa3oBaHUE K
ucxogaomy XML-¢popmary);

Coznaercs XML-3nement Reference, conepskamiuii mosydeHHOE XdII-3HAYCHUE M YKA3aHUS HA HMCIIOJIb30BaHHBIC aTOPUTMBI
JOTIOJTHUTEIBHOTO MPEOOPA30BaHUS U BBIYUCICHUS X3UI-(DYHKINH;

3) Coznanue snementa SignedInfo, Brirovatomiero anement Reference u ykasaHus Ha MCIOIb30BaHHbIC aJITOPUTMbI KAHOHHU3AIMHU U TTOJIITHCH;

4) Kanonmszauusi chopmupoBannoro aementa SignedInfo mo amropurmy C14N11, B pesynbrare 4ero Imojy4aeTcs MHOTOK OalToOB,
UCTIOJNIB3YIOLIMICS HA BXOJIE ITOPUTMA HOIINCH;

5) dopmupoBaHKe NOANMUCH HOPMATH30BaHHOTO deMeHTa SignedInfo mo oxHOMY M3 MOAEPKUBAEMBIX AITOPUTMOB:

©)
@)

I'OCT P 34.10-2001 / T'OCT P 34.10-2012;
RSA;

6) dopmuposanue mmemMeHTa Signature u3 snemenTa SignedInfo, moayd4eHHOro 3HAYCHHS TOANKCH U IMCHU Bliaeliblia cepTrduKara,
7) Brxurouenue 3eMenTa Signature B ucxoaabiii XML-10KkyMeHT.

3. MMopsaok npoBepku NoaNUCHU

3.1.

5.1.

[Iposepka noxmuHHOcTH D1 o nomyyeHHBIM XML-10KyMEHTOM BBINOIHSETCS CAEAYIOLIEH 10CIEI0BATEIbHOCTBIO ONEPALIMA:
1)  Ha Bxoze ucnonb3yeTcs noiayueHubiii XML-1okyMeHT;

2)  Kaxnas BkimtoueHHas B TokyMeHT D11 npoBepsieTcsi He3aBUCHUMO;

3) IIpoBepka LEIOCTHOCTU TOKYMEHTA!

a.

b.

Hax ucxomHbiM JOKYMEHTOM BBINONHSIETCS npeoOpasoBanue enveloped signature transform, B pesynpTare 4ero u3 HEro
MCKITIOYAIOTCS BCE 3JIEMEHTHI Signature;

Bemonnasercs xanonumzamuss XML-mokymenta mo amroputmy C14N11, B pesynprate uwero (opmupyercs MOTOK OaWTOB,
conepkamuii HopmanuzoBaHHblii XML-nokymeHT;

HopmanuzoBanueiii XML-10kyMeHT komupyercst anroputMoM base64, moiyueHHbI pe3ysibTaT CUUTACTCS XJII-3HAYCHUEM
HCXO/IHOTO JIEKTPOHHOTO JOKYMEHTA;

[Ipou3BonuTcs ~ CpaBHEHME  pACCUMTAHHOTO  XJII-3HAYEHUS ~ CO  3HAYEHHWEM,  YKa3aHHbIM B DJEMEHTE
Signature.Reference.DigestValue ucxoaHoro 10KyMeHTa; B Clydae €Clid CTPOKH He COBManaroT, nmposepka DII 3aBepiiaercs ¢
OIHOKOM;

4)  TIpoBepka MOJUCH:

a.

b.

[To »reKTpOHHON TOANMCUY OTpeAessieTcsl cepTH(HUKAT KIF0Ya MPOBEPKU MOANUCH (JaHHAS BO3MOXKHOCTH O0ECIIeYHBACTCS
ucnoib3oBaHueM HHppacTpyKTypsl X.509 npu popMHUpoOBaHUM 37IEKTPOHHON MOIHCH);

ITpoBepka, uyto ceprudukar mpoBepku OIl cooTBeTCTBYeT YYacTHHUKY KJIHMPWHTA, OT HMMEHH KOTOPOro c(hOpMHUpPOBaH
9JIEKTPOHHBIN IOKYMEHT;

[TpoBepka, 4uTo BiaAenbily cepTuduUKaTa J1aHO IPABO OCYIIECTBIIATH MOIMUCH AIEKTPOHHBIX JokyMeHTOB (EKB/I);
Kanonmzanus snementa SignedInfo mo amropurmy C14N11, B pe3yibrare 4ero mojydaetcsi MOTOK OAWTOB, COIEpIKAIHid
HOJITMCAHHOE COOOIICHHUE;

IIpoBepka 31EKTPOHHOM MOANUCH HA OCHOBAaHUM cepTU(UKATa KIH0Ya MPOBEPKH 3JIEKTPOHHOM IMOJAIMUCH, MOANMCAHHOTO
COOOIleHHsT W 3HAUCHHs MOJIKCH, coJepiKaiierocss B 3jeMeHte Signature.SignatureValue, metomom, ompeneneHHbIM
CTaHJ]ApPTOM HCII0JIb30BAaHHOT'O aJITOPUTMA MOAIUCH.

MnarmH gns pa6otbi ¢ 3

s hopmupoBanust u npoBepku DI B pamkax paboTel B web-unTepdeiice KiimprHroBoro TepMuHaia HCIoIb3yeTcss Opay3epHblIid IaruH
Moex browser plugin. Onrcanue GyHKIHI TPUBEACHO B COOTBETCTBYIOIIEM JOKYMEHTE.

Koabl oun60ok nposepku 3l

Kopp! oTBeTa mpukiIaaHbIX OMIMOOK MpH padoTe ¢ noanuckio, popmupyemsie Ha HT TP-3ampocsl, npuBeaeHsl B fokymenTe Cnenuduxanus
WEB API k knupunrosomy tepmunainy. Cum. [punoxenue 2.



[Ipunoxenue 1

6. [MMpumep onepauum nognucaHmsa XML-AooKyMeHTa

LWar 1.1: UcxogHbiid xml (coaepuT paHee HaJIOKEHHYHO NOANUCH):
<?xml version="1.0" encoding="UTF-8"?>
<SCodeReq SCodeKind="0" Member="9715500000" DocNum="35" Market="CU" DocTime="12:10:00" SCodeType="S" DocDate="1967-08-13" FirmID="MB9715500000"
DocTypeId="SCodeReq">
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2006/12/xml-c14n11"/>
<ds:SignatureMethod Algorithm="urn:moex:gostr34.10-2012"/>
<ds:Reference>
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature”/>
</ds:Transforms>
<ds:DigestMethod Algorithm="urn:ietf:base64"/>
<ds:DigestValue>PD94bWwgdmVyc21lvbjOiMS4wIiB1bmNvZGluZz@iVVRGLTEiPz48ZWQ6UONVZGVSZXEERGOFRGFOZTOiMTk2NyOwOCOXMYyIgRGOjTnVtPSIZNSIgRGY]
VG1tZTOiMTI6MTA6MDAIIERVY1R5¢cGVIZDOiUONVZGVSZXELIiIEZpcm1IRDOiW1loiIE1hcmt1dDOiQ1UiIE11bWI1cjOiOTcXxNTUWMDAWMCIgUONVZGVLaWS5kPSIPIiBTQ29k
ZVR5cGUII1MiPjwvZWQ6UBNVZGVSZXE+</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>dIDHiGQMaKN8iPuWApAL57eVnxz2BQtyujwfPSgE7HyKoxYtoRB970cxZ
8ZU440wHtE39ZWRGIjvwor3WfURXnIgnI1CChMXXwoGpHH//ZcOz4ejaz
DuCNEq4Mm40UVTiEVuwcWAOMkfDHaM82awYQiOGcwMbZe38UX0QoPJ2DOE=</ds:SignatureValue>
</ds:Signature>
</SCodeReq>

LWar 1.2: BoinonHeHue npeobpasoBaHua enveloped-signature:

ns3 AOOKYMEHTa Bblpe3akoTCA BCE 3/1IEMEHTbI Signature:

<?xml version="1.0" encoding="UTF-8"?>

<SCodeReq SCodeKind="0" Member="9715500000" DocNum="35" Market="CU" DocTime="12:10:00" SCodeType="S" DocDate="1967-08-13" FirmID="2ZZ"
DocTypeId="SCodeReq">

</SCodeReqg>

War 1.3: KaHoHu3auuma:

dopmupyeTcs HOpMaan3oBaHHaa 6aMToBan CTPoKa:
<SCodeReq DocDate="1967-08-13" DocNum="35" DocTime="12:10:00" DocTypeId="SCodeReq" FirmID="ZZ" Market="CU" Member="9715500000" SCodeKind="0"
SCodeType="S"></SCodeReq>

War 1.4: PopmupoBaHue X3LW-3HAYEHUA OT KAHOHNYECKOrO NPEACTaBNEHUA:

C nomoLbto anropuTma base64 popmmupyeTcs XaLWw-3HayeHMe OT HOPMaIM30BaHHOM 6ANTOBOW CTPOKU:
PD94bWwgdmVyc21vbj@iMSAwIiBlbmNvZGluZz@iVVRGLTgiPz48ZWQ6UBNVZGVSZXEEGRGIJRGFOZTOIMTk2NyOwOCOXMyIgRGOjTnVEPSIZNSIgRGIjVG1tZTOiMTI6M
TA6MDAiIERVY1R5cGVIZDOiUBONVZGVSZXEiIEZpcm1IRDOiW1loiIE1hcmt1dDOiQIlUiIE11bWI1cjOiOTcXNTUWMDAWMCIgUONVZGVLaW5kPSIPIiBTQ29kZVR5¢cGUITI1
MiPjwvZWQ6UBNVZGVSZXE+

LWar 1.5: CospaHue anemeHTta Reference:
Co3pgaHue anemeHTa Reference, cogeprKallero nosay4yeHHoe Xall-3HaYeHne U yKasaHUA Ha UCMNO/1b30BaHHbIe a/IfoPUTMbI A0NOJIHUTEIbHOrO NpeobpasoBaHns U

BblYUCNEeHUNA X3LU-d)yH Kuunu:
<ds:Reference>
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature”/>
</ds:Transforms>
<ds:DigestMethod Algorithm="urn:ietf:base64"/>
<ds:DigestValue>
PD94bWwgdmVyc21vbj@iMS4wIiBlbmNvZGluZz@iVVRGLTgiPz48ZWQ6UBNVZGVSZXEgRGOFRGFBZTOiMTk2NyOwOCOXMyIgRGIFTnVtPSIZNSIgRGIFVG1tZTOIMTI6EMTAGMDALIERVY
1R5cGVIZDOiUBNVZGYSZXEiIEZpcm1IRDOiWloiIE1hcmt1ldDOiQ1UiIE11bWI1cjOiOTcXNTUWMDAWMCIgUONVZGVLaWSkPSIPIiBTQ29kZVR5cGUII1IMiPjwvZWQ6UBNVZGVSZXE+</
ds:DigestValue>
</ds:Reference>

LWar 2: Co3pgaHue anemeHTa Sighedlnfo:

C03,CI,aHM€‘ 3/1eMeHTa Signedlnfo, BK/1lOYalOLWero anemeHT Reference n YKa3aHWA Ha NCNOJ1Ib30BaHHbIE aNTOPUTMbl KaHOHU3aUWMKU U NOANMUCK:
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2006/12/xml-c14n11"/>
<ds:SignatureMethod Algorithm="urn:moex:gostr34.10-2012"/>
<ds:Reference>
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="urn:ietf:base64"/>
<ds:DigestValue>
PD94bWwgdmVyc21vbjeiMS4wIiB1bmNvZGluZz@iVVRGLTgiPz48ZWQ6UBNVZGVSZXEEGRGIJRGFOZTOIMTk2NyOwOCOXMYIgRGOjTnVEPSIZNSIgRGOjVG1tZTOiIMTI6MTA6MDALIE
RVY1R5cGVIZDOiUONVZGVSZXEIiIEZpcm1IRDOiWloiIE1hcmt1ldDOiQ1UiIE11bWI1cjOiOTcXNTUWMDAWMCIEUONVZGVLaW5kPSIPIiBTQ29kZVR5cGUII1IMiPjwvZWQ6UONVZGVS
ZXE+</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

LWar 3: KaHoHu3aumua snemeHTa Signedlnfo:

Co3faHMe HopManu3oBaHHOW 6alTOBOM CTPOKM M3 chopMMUPOBaAHHOIO paHee 3nemeHTa Signedinfo ¢ nomoulblo anroputma KaHoHmsauum C14N11:
<ds:SignedInfo><ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2006/12/xml-c14n11"/><ds:SignatureMethod Algorithm="urn:moex:gostr34.10-
2012"/><ds:Reference><ds:Transforms><ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature"/></ds:Transforms><ds:DigestMethod
Algorithm="urn:ietf:base64"/><ds:DigestValue>PD94bWwgdmVyc21lvbj@iMS4wIiBlbmNvZGluZz@iVVRGLTEiPz48ZWQ6UGNVZGVSZXEgGRGIJRGFOZTOiIMTk2NyOwOCOXMYIgRGY
JTnVtPSIzZNSIgRGOjVG1tZTOIMTI6MTA6MDALIIERVY1R5cGVIZDOiUONVZGVSZXEIIEZpcm1IRDOiW1oiIELIhcmt1dDOiQ1UIiIE11bWI1cjOiOTcXNTUWMDAWMCIgUONVZGVLaW5kPSIPIiB
TQ29kZVR5cGUII1MiPjwvZWQEUBNVZGVSZXE+< /ds :DigestValue></ds:Reference></ds:SignedInfo>

LWar 4: Noanucb KAHOHUYECKOro NpeacTaBaeHUa anemeHTa Signedinfo:

dopmunposanue nognucm no FOCT P 34.10-2012:
MIIB9zCCAWCgAwIBAgIERZwdkzANBgkqhkiGOwOBAQUFADBAMQswWCQYDVQQGEwWIVUzEfMBOGAIUEChMWVGVZzdCBDZXJ0aWZpY2F@ZXMgSW57 L jEQMAAGAIUEAXMHTXkgT
mFtZTAeFwOwNzAXMDMyMTEAMTFaFwOzMTA4MjUy
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LWar 5: PopmupoBaHue anemeHra Signature:
Co3gaHue anemeHTa Signature 13 anemeHTa Signedinfo, nonyyeHHoro sHayeHMa NoANUCU U UMEHU Blagesbla cepTuduKara:
<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2006/12/xml-c14n11"/>
<ds:SignatureMethod Algorithm="urn:moex:gostr34.10-2012"/>
<ds:Reference>
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature”/>
</ds:Transforms>
<ds:DigestMethod Algorithm="urn:ietf:base64"/>
<ds:DigestValue>PD94bWwgdmVyc21lvbjOiMS4wIiB1bmNvZGluZz@iVVRGLTgiPz48ZWQ6UBNVZGVSZXEgGRGIJRGFOZTOiMTk2NyOwOCOXMY IgRGOjTnVEPSIZNSIgRGOjVG1
tZTOiMTI6MTA6MDAIIERVY1R5cGVIZDOiUONVZGYSZXEiIEZpcm1IRDOiW1oiIE1hcmt1dDOiQ1UiIE11bWI1cjOiOTcXNTUWMDAWMCIgUONVZGVLaW5kPSIPIiBTQ29kZVR5¢cG
U9T1MiPjwvZWQEUBNVZGVSZXE+</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>MIIB9zCCAWCgAWIBAgIERZwdkzANBgkqghkiGOwOBAQUFADBAMQswWCQYDVQQGEWIVUZEFfMBOGAIUEChMWVGYzdCBDZXJ0aWZpY2FOZXMgSW57jLjEQMA4GALIUEAX
MHTXkgTmFtZTAeFwOwNzAXMDMyMTE4AMTFaFw@zMTA4MjUy</SignatureValue>
</ds:Signature>

LWar 6: BkaoueHue anemeHTa Signature B MUcxoAHbIY Xml AOKYMEHT:

Co3faHHbIlM anemeHT Signature BKAOYAETCA B UCXOAHbIM XMl LOKYMEHT, NOJly4eHHbIN AOKYMEHT COAEPHKUT ABE NOANUCH:
<?xml version="1.0" encoding="UTF-8"?>
<ed:SCodeReq SCodeKind="0" Member="9715500000" DocNum="35" Market="CU" DocTime="12:10:00" SCodeType="S" DocDate="1967-08-13" FirmID="ZZ"
DocTypeId="SCodeReq">
<ds:Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2006/12/xml-c14n11"/>
<ds:SignatureMethod Algorithm="urn:moex:gostr34.10-2012"/>
<ds:Reference>
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature"/>
</ds:Transforms>
<ds:DigestMethod Algorithm="urn:ietf:base64"/>
<ds:DigestValue>PD94bWwgdmVyc21lvbjOiMS4AwIiB1bmNvZGluZz@iVVRGLTgiPz48ZWQ6UONVZGVSZXEgRGOJRGFOZTOiMTk2NyOwOCOXMYyIgRGOjTnVtPSIZNSIgRGY ]
VG1tZTOiMTI6MTA6MDAIIERVY1R5¢cGVIZDOiUONVZGVSZXELIiIEZpcm1IRDOiW1oiIE1hcmt1dDOiQ1UiIE11bWI1cjOiOTcXxNTUWMDAWMCIgUONVZGVLaW5kPSIPIiBTQ29k
ZVR5cGUII1MiPjwvZWQ6UBNVZGVSZXE+</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>dIJDHiGQMaKN8iPuWApAL57eVnxz2BQtyujwfPSgE7HyKoxYtoRB970cxZ
8ZU440wHtE39ZWRGIjvwor3WfURXnIgnI1CChMXXwoGpHH//ZcOz4ejaz
DuCNEg4Mm40UVTiEVuwcWAOMkDHaM82awYQiOGcwMbZe38UXOoPJ2DOE=</SignatureValue>
</ds:Signature>
<ds:Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2006/12/xml-c14n11"/>
<ds:SignatureMethod Algorithm="urn:moex:gostr34.10-2012"/>
<ds:Reference>
<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-signature”/>
</ds:Transforms>
<ds:DigestMethod Algorithm="urn:ietf:base64"/>
<ds:DigestValue>
PD94bWwgdmVyc21vbjeiMSAwIiB1bmNvZGluZz@iVVRGLTgiPz48ZWQ6UBNVZGVSZXEgGRGIJRGFOZTOIMTk2NyOwOCOXMYyIgRGOjTnVEPSIZNSIgRGOjVGLtZTOiIMTI6MTA6
MDAiIERVY1R5cGVIZDOiUONVZGVSZXEiIEZpcm1IRDOiW10iIE1hcmt1ldDOiQ1UiTIE11bWI1cjOiOTcXNTUWMDAWMCIgUONVZGYLaW5kPSIPIiBTQ29kZVR5cGUII1IMiPjwv
ZWQBUBNVZGVSZXE+</DigestValue>
</ds:Reference>
</ds:SignedInfo>
<ds:SignatureValue>
MIIB9zCCAWCgAWIBAgIERZwdkzANBgkghkiGO9wOBAQUFADBAMQswCQYDVQQGEwIVUzEfMBOGALUEChMWVGYZzdCBDZXJQaWZpY2FOZXMgSW5jLjEQMAAGAIUEAXMHTXkgTmFtZTAeFw
OwNzAXMDMyMTE4MTFaFw@zMTA4MjUy</SignatureValue>
</ds:Signature>
</ed:SCodeReq>



http://www.w3.org/2006/12/xml-c14n11
http://www.w3.org/2006/12/xml-c14n11
http://www.w3.org/2000/09/xmldsig#enveloped-signature
http://www.w3.org/2006/12/xml-c14n11
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7. Kopabl oTBeTa npukiaaHbIX ownbok npu pa6ote ¢ 3 ot Mukpocepsucos EiF

MukpoCepBHc AJ1s1 IPOBEPKU COOTBETCTBHSI UMEHH cepTuduKkaTa YyactHUKa KimprHra v moirydeHus CrcKa pojieid, IPUIHCaHHBIX JIUILY, HA HMS
KOTOPOTO BBIJIAH CEPTH(UKAT.
CepBrc BO3BpaIIacT CICAYIONIHE KOIbI OINOOK:

Kox
200
400

50x

601

HaszBanue Onucanmne

OK 3arpoc BBITIOIHEH YCIEITHO

Bad Request = OtcyTcTBYeT OJMH MK HECKOJIBKO 00sI3aTeIbHBIX MTApaMETPOB 3arpoca

Server 3anpoc He MOXKET OBITh BHITIOJTHEH M3-3a OIIMOKKM Ha CTOPOHE CepBepa
Errors
No Data B EKB/I HeT naHHBIX COOTBETCTBYIOIIUX 3aIpoCy (HE HAWJICH YYaCTHUK KIMPUHTA U/WIN CePTUPUKAT, CePTU(UKAT TPSHAICHKHUT

JpyroMy y4aCTHUKY KJIMPUHTA U T.1.)

MuxkpoCepsuc, NpeiHa3HaYEHHBIN AJI IPOBEPKU 3HAYEHMSI IOANMCH 10]1 JJIEKTPOHHBIM JOKYMEHTOM.
CepBuc BO3BpalaeT CIEAYIOLINE KOIbI OIINO0K:

Kon
200
400
50x
601
602
603
604

605

Ha3Banue

OK

Bad Request

Server Errors
Certificate Not Found

Certificate Expired

Onucanue

3anpoc BBITOIHEH YCIIEHTHO

OTCyTCTBYET OJIMH WIJIM HECKOJIBKO 00S3aTeNIbHBIX ITapaMeTpoB 3ampoca
3ampoc He MOXeT OBITh BBIIIOJIHEH M3-3a OIMOKM Ha CTOPOHE cepBepa
CepTudukar He HailieH

HUcrex cpoxk ceprudukara

Unknown Signature Verification Algorithm HewusBecTHBIN anropuT™ MPOBEPKH MOATUCH

Signature Is Invalid

Cryptography Error

[Toanuces HEBepHA

Ommbka kpunrorpadhuu

MuxkpoCepuc 17151 pOpMUPOBAHUS TOIIMUCH MO SIEKTPOHHBIMU JOKYMEHTaMH, HAIIPABISIEMbIMU Y YaCTHUKAMHU KJIMPUHTA.
CepBuc BO3BpaIaeT CIEIYIOIINE KOIbl OMHUOOK:

Kon
200
400
50x
601

605

Ha3Banue

OK

Bad Request

Server Errors
Certificate Not Found

Cryptography Error

Omnucanue

3anpoc BHITOIHEH YCIIEITHO

OTcyTcTBYET OZMH WIIM HECKOJIBKO 00513aTeNIbHBIX apaMeTpOB 3ampoca
3arpoc He MOXKeT OBbITh BBITIONIHEH H3-32 OIIMOKW Ha CTOPOHE cepBepa
Ceprudukar He HallAeH

Ommbka kpunrorpaduu



